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1. Introduction

Tuxford Town Council is committed to protecting personal data and handling it
responsibly in line with the UK General Data Protection Regulation (UK GDPR),
the Data Protection Act 2018, and guidance from the Information Commissioner's
Office (ICO). This policy outlines how the Council manages and protects
personal data in its possession.

2. Scope
This policy applies to all councillors, employees, contractors, volunteers, and
others who may process personal data on behalf of Tuxford Town Council.

3. Definitions

- Personal Data: Any information relating to an identified or identifiable individual.
- Special Category Data: Personal data revealing racial or ethnic origin, political
opinions, religious beliefs, trade union membership, health data, etc.

- Processing: Any operation performed on personal data, whether automated or
manual.

- Data Subiject: The individual whose data is being processed.

- Data Controller: The organisation that determines the purpose and means of
processing personal data.

4. Lawful Basis for Processing

Tuxford Town Council will only process personal data where there is a lawful
basis under UK GDPR, including:

- Consent

- Contractual necessity

- Legal obligation

- Vital interests




- Public task
- Legitimate interests (where applicable)

5. Data Protection Principles

The Council adheres to the following principles:
- Lawfulness, fairness, and transparency

- Purpose limitation

- Data minimisation

- Accuracy

- Storage limitation

- Integrity and confidentiality (security)

- Accountability

6. Data Subject Rights

Individuals have the following rights:

- Right to be informed

- Right of access (see Subject Access Request Policy)

- Right to rectification

- Right to erasure

- Right to restrict processing

- Right to data portability

- Right to object

- Rights related to automated decision-making and profiling

7. Data Security

Tuxford Town Council will ensure that appropriate physical, technical, and
organisational measures are in place to protect personal data from loss, misuse,
unauthorised access, disclosure, alteration, or destruction.

8. Data Breaches
Any personal data breach must be reported immediately to the Town Clerk.
Where required, the Council will notify the ICO within 72 hours of becoming
aware of the breach.




9. Data Retention

The Council will retain personal data only as long as necessary for the purposes
it was collected. A Data Retention Schedule will guide how long different types of
data are kept.

10. Sharing Personal Data

The Council may share data with trusted third parties or authorities where legally
required or justified. Any sharing will be done securely and in line with data
protection principles.

11. Training and Awareness

All councillors, staff, and volunteers will receive training on data protection
responsibilities. Awareness will be maintained through regular updates and
briefings.

12. Responsibilities

- The Town Clerk is the Data Protection Officer (DPO) responsible for oversight
of data protection compliance.

- Councillors and employees must comply with this policy and related
procedures.

13. Review and Updates
This policy will be reviewed annually or when there are significant changes to
legislation or council operations.

14. Contact Information

For any queries regarding data protection, please contact:
Town Clerk / Data Protection Officer

Tuxford Town Council

clerk@tuxfordtowncouncil.gov.uk or call 01777 870192
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